
UK Authorities Require Apple’s Encrypted Data Access

Description

The UK government has requested access to encrypted data stored by Apple users worldwide in its cloud
service. Currently, only the Apple account holder can access this data, as the tech giant itself cannot view it.
The notice was issued by the Home Office under the Investigatory Powers Act. Privacy International has
criticized this move as an unprecedented attack on individuals’ private data.

This request applies to data stored using Apple’s Advanced Data Protection (ADP) feature, which offers
additional encryption that Apple cannot bypass. While the government may want access for national
security reasons, they would still need to follow a legal process and have valid reasons to access specific
accounts.

Apple has vowed to withdraw its services from the UK rather than compromise user security by creating
back doors for access. Cybersecurity experts warn that such vulnerabilities could be exploited by malicious
actors.

Despite government pressure, Apple has a history of resisting demands to weaken encryption. This issue
has sparked debate about the balance between security and privacy. The NSPCC has raised concerns about
encryption enabling child abuse, while Apple emphasizes the importance of privacy for its customers.
Overall, the implications of this request on individual rights and national security are still under scrutiny.
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