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Wireless Groupsets Vulnerable: Hacker Cheat Threat at Tour de France
Description

A recent study by computer scientists at the University of California San Diego and Northeastern University
has revealed that wireless groupsets, particularly the Shimano Di2, may not be as secure as previously
believed. By employing signal jammers and software-defined radios, the researchers were able to remotely
manipulate gear shifts and even disable entire groupsets. The implications of such vulnerabilities are
concerning, especially in professional cycling races like the Tour de France, where attackers could exploit
weaknesses to gain an unfair advantage, potentially leading to accidents or injuries.

The researchers focused their analysis on Shimano, a prominent brand in the cycling industry, specifically
examining their 105 Di2 and Dura-Ace Di2 groupsets. Through a detailed assessment of the wireless
protocol, they identified three major vulnerabilities. Firstly, the lack of safeguards against replay attacks
enabled hackers to capture and retransmit shifting commands. Secondly, targeted jamming could disrupt
gear shifting on a specific bike without affecting others nearby. Lastly, the use of ANT+ communication
exposed telemetry data, allowing attackers to gather sensitive information from a targeted bike.

While the current methods used by the researchers are not optimized for practical deployment,
advancements in technology could make such attacks more feasible in real-world scenarios. The
researchers emphasized the importance of addressing these vulnerabilities promptly and are collaborating
with Shimano to develop firmware updates that enhance the security of their wireless communication
systems. These updates have already been provided to professional race teams and will soon be available
to general riders. By staying proactive in addressing cybersecurity threats, the cycling industry aims to
protect the integrity and safety of the sport.

Vocabulary List:

Vulnerabilities /,val.nar.a'bil.1.tiz/ (noun): The state of being open to harm or attack.
Manipulate /ma'nip.jv.leit/ (verb): To control or influence something in a skillful manner.
Safeguards /'seif,gardz/ (noun): Measures taken to protect against potential danger or harm.

PwnhE

Telemetry /ta'lem.1.tri/ (noun): The automated communication process by which measurements are collected
and transmitted.

U1

Exploited /1k'splor.tid/ (verb): To utilize something to one’s advantage often unfairly.

o

. Protocol /'prouv.ta.kol/ (noun): A set of rules governing the transmission of data between devices.

Comprehension Questions
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Multiple Choice

1. What brand of wireless groupsets did the researchers analyze in the study?

Option: Shimano Di2

Option: SRAM Red eTap

Option: Campagnolo Super Record EPS
Option: FSA K-Force WE

2. Which vulnerabilities were identified in the wireless protocol of Shimano groupsets?

Option: Replay attacks targeted jamming and ANT+ communication
Option: Heart rate monitoring GPS tracking and power data sharing
Option: Bluetooth connectivity touchscreen interface and voice commands
Option: Proximity sensor haptic feedback and automatic shifting

3. What potential risks were highlighted in the study regarding the vulnerabilities of wireless groupsets?

Option: Unfair advantage in races accidents and injuries

Option: Increase in speed better performance and improved aerodynamics
Option: Cost savings energy efficiency and environmental benefits

Option: Enhanced connectivity data analytics and personalized feedback

4. What measure are the researchers taking to enhance the security of wireless groupsets?

Option: Developing firmware updates in collaboration with Shimano
Option: Switching to wired groupsets for better security

Option: Implementing physical locks on gear shifting components
Option: Adding biometric authentication to groupset controls

5. Who will have access to the firmware updates developed to address the vulnerabilities?

Option: Professional race teams and general riders
Option: Only professional cyclists

Option: Cycling enthusiasts who follow the researchers
Option: Security experts and technicians

6. What is the main goal of addressing the vulnerabilities in wireless groupsets as highlighted in the text?

Option: Protect the integrity and safety of the sport

Option: Increase the competitiveness of cycling races
Option: Promote the use of alternative transportation modes
Option: Enhance the entertainment value of cycling events
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Answer

Multiple Choice: 1. Shimano Di2 2. Replay attacks targeted jamming and ANT+ communication 3. Unfair
advantage in races accidents and injuries 4. Developing firmware updates in collaboration with Shimano
5. Professional race teams and general riders 6. Protect the integrity and safety of the sport

Vocabulary quizzes

Multiple Choice ( Select the Correct answer for each question. )

1. Which word means the end of something or someone?

Option: Demise
Option: Dominance
Option: Vulnerabilities
Option: Protocol

2. What term refers to the application of scientific knowledge for practical purposes?
Option: Instability
Option: Technology
Option: Species
Option: Microcode

3. Which term describes an animal that naturally preys on others?

Option: Competitor
Option: Inevitable
Option: Predator
Option: Ecosystem

4. What is a set of rules that governs data communication?

Option: Protocol

Option: Degradation
Option: Safeguards
Option: Biodiversity

5. Which term refers to the variety of life in a particular habitat or ecosystem?
Option: Implications
Option: Biodiversity
Option: Microcode
Option: Instabilities
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6. Which term means to make full use of and derive benefit from something?

Option: Irreparable
Option: Exploited
Option: Vulnerabilities
Option: Cretaceous

7. What are weaknesses that can be exploited by others?

Option: Safeguards
Option: Competitor
Option: Vulnerabilities
Option: Biopsheres

8. What is low-level code that controls a computer's hardware?

Option: Telemetry
Option: Microcode
Option: Species
Option: Defect

9. Which term indicates a lack of stability or firmness?

Option: Intricate
Option: Physiological
Option: Instability
Option: Demise

10. Which period in geological history is known for the abundance of dinosaurs?

Option: Implications
Option: Degradation
Option: Cretaceous
Option: Predator

Gap-Fill ( Fill in the blanks with the correct word from the vocabulary list. )

11. is the automated communications process by which measurements and other

data are collected at remote points.

12. The damage caused by the earthquake was and could not be fixed.

13. An is a community of living organisms in conjunction with the nonliving

components of their environment.

14. changes occur in the body during exercise such as increased heart rate and
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sweating.

15. During the Cold War there was an between the United States and the Soviet

Union to develop nuclear weapons.

16. The loss of biodiversity can lead to the extinction of of plants and animals.

17. The new policy has far-reaching for how businesses operate in the region.

18. The manufacturer offered a refund for the product due to a manufacturing

19. is the scientific study of prehistoric life including dinosaurs and ancient plant
life.
20. The data was altered to the results of the experiment.

Matching Sentences ( Match each definition to the correct word from the vocabulary list. )

21. Change is and part of life.

22. The lion asserted its over the pride.

23. The Earth supports various that sustain life.

24. The research provided valuable into the behavior of the new species.

25. The of the environment was evident from the polluted waterways.

26. It is crucial to implement security to protect sensitive information.

27. The earthquake caused structural in the buildings.

28. Following the established the team proceeded with the experiment.

29. The of the human brain is still not fully understood.

30. The Amazon rainforest is a diverse with a wide range of species.
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Answer

Multiple Choice: 1. Demise 2. Technology 3. Predator 4. Protocol 5. Biodiversity 6. Exploited 7. Vulnerabilities
8. Microcode 9. Instability 10. Cretaceous

Gap-Fill: 11. Telemetry 12. Irreparable 13. Ecosystem 14. Physiological 15. Arms Race 16. Species

17. Implications 18. Defect 19. Paleontology 20. Manipulate

Matching sentence: 1. Inevitable 2. Dominance 3. Biospheres 4. Insights 5. Degradation 6. Safeqguards

7. Instabilities 8. Protocol 9. Complexity 10. Ecosystem
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